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Section one
Universities 2017 audits
A report on the audits of New South Wales universities' financial
statements for the year ended 31 December 2017.

1. Executive summary
This report analyses the results of our audits of financial statements of the ten NSW universities
and their controlled entities for the year ended 31 December 2017. The table below summarises
our key observations.

1.

Financial reporting and performance

Financial reporting

The financial statements of all ten NSW universities and 66 out of
69 of their controlled entities received unmodified audit opinions.
The number of uncorrected misstatements continues to decrease.
Two universities improved the readability and understandability of
their financial statements by simplifying their disclosures.
Six universities finalised their financial statements earlier than in
previous years.
Eight universities are yet to quantify the impact of new accounting
standards applicable in future years.
An accounting issue was identified relating to the recognition and
measurement of payroll tax liabilities on employees' defined benefit
superannuation contributions payable to the superannuation funds.
Recommendation: NSW universities should clarify the recognition
and measurement of their liability for payroll tax on their defined
benefit superannuation obligations before 31 December 2018.

Sources of revenue from
operations

Government grants as a proportion of total revenue decreased over
the past five years by 6.4 per cent.
Revenue from overseas student course fees increased by
23 per cent in the last year and contributed $2.8 billion to the NSW
university sector in 2017.
Revenue from overseas students from four countries comprised
37 per cent of total student revenues for all NSW universities.
Recommendation: NSW universities should assess their student
market concentration risk where they rely heavily on students from a
single country of origin. This increases their sensitivity to economic
or political changes in that country.
The research income of NSW universities was $1.1 billion in 2016
and has grown by 9.8 per cent between 2012 and 2016.

Other revenues

Total philanthropic revenue increased by 1.0 per cent from 2016 to
$151 million in 2017.
Average investment returns fell from 7.0 per cent in 2013 to
5.8 per cent in 2017, while total investments grew to $5.4 billion in
2017 from $3.5 billion in 2013.
Low interest rates have made investment in fixed income assets
less attractive for universities. Over the last five years universities
have increased their investment in non-fixed income (or market
based) assets by 67.1 per cent.
Most NSW universities have established investment governance
frameworks.
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Financial sustainability
indicators

Operating expenditure per equivalent full-time student load (EFTSL)
increased by 3.0 per cent in 2017.
For six universities, the growth in operating expenditure has
exceeded the growth in operating revenue, reducing operating
margins. The risk associated with narrowing margins is
compounded where universities have a high reliance on student
revenues from a single source. Sudden changes in demand can
challenge the ability of those universities to adjust their cost
structures.
Eight universities have current ratios greater than one in 2017.

Controlled entities

Sixteen of the universities' 58 controlled entities that operate
business activities reported losses in 2017 (15 in 2016).
Overall, the financial performance of controlled entities operating
business activities was positive, but results in 2017 were lower than
in 2016.

2.

Teaching and research

Achieving Australian
Government target

NSW universities met the Australian Government target of having
40 per cent of 25 to 34 year-olds with bachelor degrees ten years
earlier than the original target date of 2025.
The proportion of 25 to 34 year-olds in NSW holding a bachelor
degree increased to 43.4 per cent in 2017.

Graduate employment rates

Seven universities exceeded the national average for full-time
employment rates of their undergraduates.
Four universities exceeded the national average for full-time
employment rates of their postgraduates.

Student enrolments by field of
education

NSW universities have increased enrolments in fields of study that
align with known skills shortages in NSW identified by the Australian
Government for 2016 and 2017.

Achieving diversity outcomes

NSW universities agreed to targets set by the Australian
Government for enrolments of students from low socio-economic
status (SES) and Aboriginal or Torres Strait Islander backgrounds.
Low SES students
Three universities exceeded the target of 20 per cent of low SES
student enrolments in 2017.
At the current rate, it is unlikely most universities will reach the
agreed target by 2020.
Indigenous students
Six universities met their targets in 2017. The target is having a
growth rate in the enrolment of Indigenous students that is more
than 50 per cent higher than the growth rate of non-Indigenous
student enrolments.
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3.

Financial controls and governance

Internal control findings

Eighty-three internal control deficiencies were identified during our
audits, of which 40 related to Information Technology (IT).
High risk
We identified a high risk finding in relation to storage of unencrypted
username and password information on a database without
appropriate access restrictions. We performed additional audit
procedures to conclude that the control deficiency did not present a
risk of material misstatement in the university's financial statements.
Moderate risk
Forty-three moderate risk control deficiencies were identified, of
which 22 related to IT and 21 related to governance and financial
reporting.
Twenty-four findings were repeat internal control deficiencies, of
which 18 related to IT.
Recommendation: NSW universities should ensure controls,
including information technology controls, are properly designed
and operate effectively to protect intellectual property, staff and
student data, and assets. Universities should rectify identified
deficiencies in a timely manner.

Cyber security

Our audits identified opportunities to improve cyber security controls
and processes to reduce risks, including risks relating to financial
loss, reputational damage and breaches of privacy laws.
Recommendation: NSW universities should strengthen their cyber
security frameworks to manage cyber security risks. This includes
developing:

Use of credit card and
work-related travel

•

procedures, protocols and supporting systems to effectively
identify, report and respond to cyber security threats and
incidents

•

staff awareness training and programs, including programs
tailored for a range of audiences.

All NSW universities had appropriate published policies on the use
of credit cards and have internal controls and processes to
implement those policies.
The risk of unauthorised use can be mitigated by regularly
monitoring use, and reporting instances of abuse and
non-compliance for investigation and disciplinary action.
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2. Introduction
This report focuses on our observations on the common issues identified in our audits of the
financial statements of the ten NSW universities and their controlled entities in 2017. The
universities and controlled entities are listed in Appendix three and four respectively.
The report provides our analysis of universities’ results and findings in the following areas:

2.1

•

Financial reporting and performance

•

Teaching and research

•

Financial controls and governance.

Changes to the university sector
Over the past five years, various higher education reforms have been proposed by the Australian
Government to manage the growing cost of tertiary education. The Australian Government recently
announced a freeze on the total amounts they will pay under the Commonwealth Grant Scheme
(CGS) to fund bachelor degree courses for 2018 and 2019. That announcement indicated the
Commonwealth government intends to freeze grants at 2017 funding levels. This will put pressure
on the universities to expand other sources of revenue and contain their costs.

2.2

Snapshot of NSW universities
A snapshot of NSW universities for the year ended 31 December 2017 is shown below.
Sources of revenue
Other
17%
Australian
Government grants
35%

Overseas students
28%

Domestic students
20%

23%

$704m

11,331

Increase in
overseas student
revenue

NSW universities
combined operating
surplus

Increase in total
equivalent
full-time students

Source: Revenue and surplus information is from university financial statements (audited). Student numbers are provided by universities (unaudited).
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2017 has shown an increase in the number of students attending NSW universities. The impact of
increased student numbers on the financial results and operating margins for the year is analysed
later in this report.
NSW universities' equivalent full-time student load (EFTSL)*
285
280

EFTSL ('000)

275
270
265
260
255
250
245
2013

2014

2015

2016

2017

Year ended 31 December
*

One EFTSL is an equivalent full-time study load for one year.

Source: provided by universities (unaudited).
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3. Financial reporting and performance
Accurate and timely financial reporting is important for universities to make efficient and effective
economic decisions. Sound financial performance provides the platform for universities to deliver
high quality teaching and research outcomes.
This chapter outlines our audit observations on the financial reporting and performance of NSW
universities for 2017.
Observation

Conclusion or recommendation

3.1 Financial reporting
Audit results
The financial statements of all ten NSW
universities and 66 out of 69 of their
controlled entities received unmodified
audit opinions.

Two controlled entities did not fully comply with the financial
reporting and audit requirements of the Public Finance and Audit
Act 1983 as they did not submit their financial statements to the
Auditor-General. One of these entities was audited under the
requirements applicable in its foreign jurisdiction. A third controlled
entity submitted financial statements, but only after the statutory
due date.

Quality and timeliness of financial reporting
The number of uncorrected
misstatements continues to decrease.

The quality of financial statements of the universities improved in
2017.

Two universities simplified disclosures
in their financial statements.

The financial statements of the University of Sydney and
Macquarie University are more concise, readable and
understandable than those of other universities.

Six universities finalised their financial
statements earlier than in previous
years.

Universities that performed aspects of early close procedures
improved the timeliness of their financial reporting and helped us
conclude our audits earlier.

Eight universities are yet to quantify the
impact of new accounting standards
applicable in future years.

The two universities that have assessed the impact of the new
accounting standards believe the impact will be material.

An accounting issue was identified
relating to the recognition and
measurement of payroll tax liabilities on
employees' defined benefit
superannuation contributions payable
to the superannuation funds.

Recommendation: NSW universities should clarify the
recognition and measurement of their liability for payroll tax on
their defined benefit superannuation obligations before
31 December 2018.
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Observation

Conclusion or recommendation

3.2 Financial performance
Sources of revenue from operations
Government grants as a proportion of
total revenue decreased over the past
five years by 6.4 per cent.

The Australian Government announced funding freezes to
Australian Government grants revenue for the next two years.

Revenue from overseas student course
fees increased by 23 per cent in the last
year and contributed $2.8 billion to the
NSW university sector in 2017.

Overseas student revenue exceeded domestic student revenue by
37 per cent, and comprised over a quarter of NSW universities'
total revenues in 2017. The growth in overseas student revenue
has not been shared equally in the sector. Some universities are
more dependent on overseas student revenue than others.

Revenue from overseas students from
four countries comprised 37 per cent of
total student revenues for all NSW
universities.

Recommendation: NSW universities should assess their student
market concentration risk where they rely heavily on students from
a single country of origin. This increases their sensitivity to
economic or political changes in that country.

Universities are expanding other revenue streams to decrease
their reliance on grant funding. The revenue stream that has
increased the most significantly over the past five years is
overseas student revenue.

Universities' data shows as much as 71 per cent of their overseas
student revenue comes from a single country of origin.
Research income of NSW universities
was $1.1 billion in 2016 and has grown
by 9.8 per cent between 2012 and
2016.

Two universities attracted 65.2 per cent of the total research
income received by all NSW universities.

Other revenues
Total philanthropic revenue increased
by 1.0 per cent to $151 million in 2017.

Average investment returns fell from
7.0 per cent in 2013 to 5.8 per cent in
2017, while total investments grew to
$5.4 billion in 2017 from $3.5 billion in
2013.
Low interest rates have made
investment in fixed income assets less
attractive for universities. Over the last
five years universities have increased
their investment in non-fixed income (or
market based) assets by 67.1 per cent.

Philanthropic revenue has been increasing for the past five years.
Two universities attracted 76.8 per cent of the total philanthropic
dollars received by all NSW universities.
Universities have structured their investment portfolios between
fixed and non-fixed income assets, seeking to optimise their
returns in a low interest rate environment within the limits of their
risk management strategies.
Investment income is a significant source of revenue for some, but
not all universities. Two universities' investment funds represented
52.3 per cent of the total investment funds of all NSW universities
combined.

Most NSW universities have
established investment governance
frameworks.
Financial sustainability indicators
Operating expenditure per equivalent
full-time student load (EFTSL)
increased by 3.0 per cent in 2017.

The universities that have been able to attract international
students to grow their operational revenues have been able to
leverage economies of scale to maximise their average margin per
EFTSL. Other universities have had to rely on containing costs to
achieve higher EFTSL margins.
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Observation

Conclusion or recommendation

For six universities, the growth in
operating expenditure has exceeded
the growth in operating revenue,
reducing operating margins. The risk
associated with narrowing margins is
compounded where universities have a
high reliance on student revenues from
a single source. Sudden changes in
demand can challenge the ability of
those universities to adjust their cost
structures.

As the margin between operating revenue and operating
expenditure decreases, operational results are more at risk from
unexpected fluctuations, such as Australian Government higher
education reforms and reduced overseas student enrolments.
Smaller operating margins reduce the funds available to invest in
upgrading infrastructure and implement corporate strategies to
meet future challenges.

Eight universities have current ratios
greater than one in 2017.
Controlled entities
Sixteen of the universities' 58 controlled
entities that operate business activities
reported losses in 2017 (15 in 2016).

Overall, the financial performance of controlled entities operating
business activities was positive, but results in 2017 were lower
than in 2016.

The total profit of controlled entities
operating business activities decreased
5.5 per cent to $77.5 million in 2017
($82.6 million in 2016).

Universities may be able to improve their overall performance by
reassessing the viability of business ventures that continue to
make losses and/or rely on them for financial support.

Eighteen controlled entities relied on
guarantees of financial support from
their parent entity in 2017 (19 in 2016).

3.1

Financial reporting
Audit results
We issued unmodified opinions on all the financial statements presented for audit
The 2017 financial statements of all ten NSW universities and 66 out of 69 of their controlled
entities received unmodified audit opinions for the purposes of satisfying the requirements of the
Public Finance and Audit Act 1983 (PF&A Act).
Two controlled entities did not comply with the requirements of the PF&A Act as they have not
submitted financial statements to the Audit Office. One of these entities is based overseas and is
audited by a private firm to satisfy local jurisdictional requirements. The parent university of the
remaining controlled entity has initiated actions to comply with the requirements of the PF&A Act in
2018.
A third controlled entity submitted financial statements after the statutory due date and the audit is
still in progress.
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Financial results
NSW universities' aggregated net results for the past five years showed an increasing trend overall,
although there were fluctuations. Net results decreased in 2015 mainly due to reduced government
grants across the sector, as well as unrelated events at four large universities being one-off
increases in impairment and depreciation.
NSW universities' aggregated net results
750

700

650

$m 600

550

500

450
2013

2014

2015

2016

2017

Year ended 31 December
All universities

Trendline

Source: University financial statements (audited).

NSW universities increased their aggregated surpluses by $72.5 million to $704 million in 2017, an
increase of 11.6 per cent over the previous year. Six universities' (including the largest universities)
net results improved in 2017, which contributed to a relatively stronger year.
The total income rose by $700 million to $10,114 million in 2017. This was mainly due to
$592 million (12.7 per cent) increase in fee and charges offset by a decrease in Government grants
of $15.0 million (reduction of 0.4 per cent).
The total expenditure grew by $627 million to $9,410 million in 2017. This was mainly due to
increases of $311 million (6.2 per cent) employee benefit expenses, $84.0 million (19.4 per cent)
scholarship expenses and $52.0 million (15.3 per cent) consultants and contractors expenses.
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The graph below shows the net result of individual NSW universities for 2017.
Net results by university for 2017
Charles Sturt University
Macquarie University
Southern Cross University
University of New England
University of NSW
University of Newcastle
University of Sydney
University of Technology Sydney
University of Wollongong
Western Sydney University
-10

15

40

65

90

115

140

165

190

$m
Source: University financial statements (audited).

Six universities improved their net results in 2017 from the previous year and three of them
recorded increases greater than 40 per cent. The increases were primarily due to growth in fees
and charges.
The expenditure of individual universities increased between 0.9 per cent and 11.1 per cent from
2016. The university with the lowest increase in expenditure also reduced its employee benefits
expenses by 4.7 per cent.

Quality and timeliness of financial reporting
The number of uncorrected misstatements and disclosure deficiencies decreased
The quality of financial statements, as measured by reductions in the number and amount of
identified misstatements and disclosure deficiencies, has continued to improve over the last three
years. This is largely due to universities embracing early close initiatives and resolving potential
accounting issues before year-end.
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The number of uncorrected misstatements and disclosure deficiencies in the financial statements
of NSW universities and their controlled entities over that period is shown in the table below.
Number of uncorrected misstatements and disclosure deficiencies
Year ended 31 December

2017

2016

2015

$5 million and greater

--

--

1

$1 million to $4,999,999

2

5

6

$500,000 to $999,999

3

3

2

Less than $499,999

13

19

39

Total number of misstatements

18

27

48

8

13

12

Total number of disclosure deficiencies

Source: Statutory Audit Reports issued by the Audit Office. The number of misstatements reported above excludes judgemental misstatements.

Two universities have simplified their financial statements disclosures
General purpose financial statements presented in traditional formats have become increasingly
lengthy and complex, reducing the readers' ability to understand the information they present.
The Australian Accounting Standards Board has, through its disclosure initiative, promoted the
importance of 'decluttering' or simplifying financial statements so the information they present is
easier to understand.
The University of Sydney and Macquarie University simplified the disclosures in their financial
statements in 2016, and continue to refine that presentation to produce shorter, more concise,
readable and understandable financial statements.
This involves removing irrelevant disclosures about immaterial items, rearranging the accounting
policy notes so they appear along with the relevant financial information, and using plain English to
convey meaningful financial information about accounting policies, conventions and any practical
expedients used in the preparation of the financial statements.
Six universities finalised their financial statements earlier this year
NSW universities met the statutory timetable for submission of their financial statements to allow
timely completion of audits. Several universities improved on the previous year's timeframes.
All audit opinions were issued between 16 March 2018 and 20 April 2018. We issued our audit
opinions on six universities' 2017 financial statements earlier than we did in 2016. One 2017 audit
opinion was issued on the same date as in the previous year.
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Audit completion dates (2017 and 2016)
Charles Sturt University
Macquarie University
Southern Cross University
University of New England
University of NSW
University of Newcastle
University of Wollongong
University of Sydney
University of Technology Sydney
Western Sydney University
11-Mar

21-Mar

31-Mar
2017

10-Apr

20-Apr

30-Apr

2016

Note: University of Wollongong’s audit completion date in 2016 was the same date as in 2017.
Source: Independent Auditor's Reports issued by the Audit Office.

NSW universities have voluntarily adopted aspects of early close procedures to facilitate earlier
completion of their financial reporting obligations. Early close procedures included preparation of
proforma financial statements, early identification and resolution of potential accounting issues and
completion of asset revaluations before year-end.
Thirty-five out of 66 controlled entities completed their audits earlier this year.
Eight universities are yet to quantify the impact of new accounting standards applicable in
future years
The Australian Accounting Standards require entities to assess, and where possible, quantify the
impact of accounting standards that have been issued but are not yet effective.
Important new accounting standards have been issued on the treatment of revenue from contracts
with customers, revenue for not-for-profit entities, service concession arrangements, leases and
financial instruments. These new standards were not effective for the year ended
31 December 2017. However, the two universities that have started to assess the potential impacts
on their reported results believe the impacts will be significant.
The implementation of these standards will require a review of how student and third-party revenue
is recognised. Similarly, how revenue is recognised under research and grant agreements may
also change. The treatment of service concessions and leases, including peppercorn leases, will
bring many more assets and liabilities on balance sheet. Universities' existing contracts will need to
be analysed. Systems and processes may need to change to ensure the necessary information is
captured and recorded.
An accounting issue was identified across the sector relating to the recognition and
measurement of payroll tax liabilities on employees' defined benefit superannuation
The Audit Office identified that NSW universities had not recognised a liability in respect of payroll
tax on their defined benefit superannuation liabilities at 31 December 2017. A Revenue NSW
Ruling confirmed payroll tax is payable on contributions made to superannuation funds in respect
of employees' services after 1 July 1996 under the Payroll Tax Act 2007.
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Recommendation
NSW universities should clarify the recognition and measurement of their liability for
payroll tax on their defined benefit superannuation obligations before 31 December 2018.
Currently, the basis for the actuarial measurement of the liability and the ability to recoup payments
from State and Commonwealth Governments remains unclear.
The University of Technology Sydney was the only university to provide for the payroll tax liability in
its 31 December 2017 financial statements. Other universities determined the liability was not likely
to be material and did not take up a liability in their 2017 financial statements.
The total employees' defined benefit superannuation contribution payable for NSW universities at
31 December 2017 was $5.9 billion. Under a 2014 Memorandum of Understanding (MoU), the
Australian and New South Wales Governments agreed to fund this liability as it emerged and
became payable to claimants of the fund. Accordingly, NSW universities recognise a receivable for
the money they will eventually claim under the MoU in their financial statements, which has, for the
most part, offset their liability.
NSW universities have agreed to clarify the recognition and measurement of payroll tax provision
on their defined benefit superannuation contribution payable, including recoverability from
Australian and State Governments for 2018.

3.2

Financial performance
Sources of revenue from operations
Over the past five years, various higher education reforms have been proposed by the Australian
Government to manage the growing cost of tertiary education. The Australian Government
announced in its December 2017 Mid-Year Economic and Fiscal Outlook a budget policy decision
to freeze the total amounts they will pay under the Commonwealth Grant Scheme (CGS) to fund
bachelor degree courses for 2018 and 2019. This policy will freeze the grants at their 2017 levels.
NSW universities have a diverse profile in terms of their background, growth levels, student
population and access to other sources of revenue, such as commercial ventures, donations and
investment income to support their activities.
Newer universities in high growth areas are more reliant on their operating results to fund their
activities. The 'sandstone' universities, despite having generous donors and significant funds under
management, face challenges renewing and maintaining ageing infrastructure.
The funding freeze will put pressure on all NSW universities. Those that are least well-off may find
the strain significant, particularly if total expenditures continue to increase and operating margins
decrease.
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The graph below presents the aggregated total income for all universities from 2013 to 2017.
NSW universities' aggregated total income
10.5

Total income ($b)
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At 31 December
Source: University financial statements (audited).

In the five years between 2013 and 2017, NSW universities' aggregated income increased by
25.9 per cent from $8.0 billion to $10.1 billion whilst expenditure increased by 33.7 per cent from
$7.4 billion to $9.4 billion.
Total fees and charges during this period increased by 48.7 per cent whilst the government grants
increased by 6.2 per cent. Three universities recorded greater than 30 per cent revenue growth
over this period.
Six universities had greater than 50 per cent increase in fees and charges from 2013 to 2017 whilst
three universities recorded less than 20 per cent growth.
The change in the government grants to individual universities varied from a drop of 3.7 per cent to
a rise of 30.0 per cent during this period.
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The following graph shows total income for individual universities for 2017.
Total income for each NSW university in 2017
Charles Sturt University
Macquarie University
Southern Cross University
University of New England
University of NSW
University of Newcastle
University of Sydney
University of Technology Sydney
University of Wollongong
Western Sydney University
0
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2,000
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$m
Source: University financial statements (audited).

Seven universities recorded greater than ten per cent growth in fees and charges in 2017 from
previous year.
Four universities' government grants decreased from 2016 and the highest increase was
3.8 per cent.
Government grants as a proportion of total revenue decreased over the past five years
Total government grants for NSW universities decreased by $15.0 million to $3.5 billion in 2017.
The major components of NSW universities' aggregated revenues, and the trend in terms of their
relativities over the past five years are detailed below.
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NSW universities' components of total revenue (aggregated)

Year ended 31 December

2017

35%

2016

52%

37%

10%

3%

50%

10%

3%

2015

39%

47%

11%

3%

2014

40%

46%

11%

3%

2013

41%

44%

12%

3%

0%

20%
Government grants

40%
Fees and charges

60%
Other revenue

80%

100%

Investment revenue

Note: Government Grants does not include Higher Education Loan Programs, such as the Higher Education Contribution Scheme (HECS), which are
included in Fees and Charges.
Source: University financial statements (audited).
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The following graph shows major revenue components for individual universities for 2017.
Components of total revenue by university in 2017
Charles Sturt University
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Macquarie University
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University of NSW
University of Newcastle
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Western Sydney University
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39%
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University of Sydney

4% 2%

52%

Southern Cross University

Government grants

58%

60%

1%
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9%
80%

2%

100%

Investment revenue

Note: Government grants does not include Higher Education Loan Programs, such as the Higher Education Contribution Scheme (HECS), which are
included in Fees and Charges.
Source: University financial statements (audited).

For two universities, government grants represented over 45 per cent of their total revenues (2016:
four universities). These two universities are in regional locations which has made it more difficult
for them to attract overseas students. Consequently, they have been unable to leverage revenue
growth from that source to the same extent as other NSW universities.
Fees revenue from overseas students is growing faster than that from domestic students
NSW universities' total course fee revenue from overseas students continues to grow and
exceeded the total course fee revenue from domestic students in 2017 by 36.9 per cent. The rate
of increase is due to growth in both the numbers of overseas students and the fees from courses in
which they are enrolled.
Overseas student course fees increased for all NSW universities in 2017 and represented
28.1 per cent of the aggregated total revenue (24.4 per cent in 2016). This was an increase of
$526 million (or 22.9 per cent) from the previous year to $2.8 billion in 2017.
Total revenue from domestic students increased by $49.9 million (2.5 per cent) in 2017. Domestic
student revenue has increased at a lower growth rate, mainly because fees for Commonwealth
Supported Places are regulated.
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NSW universities' domestic and overseas students course fee revenue
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Source: University financial statements (audited).
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The graph below shows NSW universities' revenue in 2017 from overseas and domestic students,
including government grants for domestic students. The percentages in the graph indicate each
university's share of overseas student course fee revenue in the sector. Two universities attracted
52 per cent of total overseas student course fee revenue.
Revenue from overseas and domestic students including government
grants for each NSW university in 2017
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Note: Revenue from domestic students includes amounts from Higher Education Loan Programs, such as the Higher Education Contribution Scheme
(HECS). Government grants for domestic students represents the Commonwealth Grant Scheme funding for Commonwealth Supported Places.
Source: University financial statements (audited).

Thirty-seven per cent of NSW universities' total student revenues came from overseas
students from four countries
Overseas students have contributed $2.8 billion to the NSW university sector alone. Of this
significant contribution, students from four countries have contributed $1.8 billion. This revenue is
so significant it represents 87.4 per cent of the revenues contributed by domestic students, who
contributed $2.1 billion to the NSW university sector.

Recommendation
NSW universities should assess their student market concentration risk where they rely
heavily on students from a single country of origin. This increases their sensitivity to
economic or political changes in that country.
Course fee revenues from overseas students increased by 22.9 per cent in 2017 whilst revenue
from domestic students increased by 2.5 per cent. Revenue from overseas students from the top
four countries of origin comprised 37 per cent of total student revenues for all NSW universities, or
63.9 per cent of total overseas student revenues in 2017. This leaves those universities that are
most dependent on revenue from students from those countries at risk if demand shifts
unexpectedly because of changes in political policy, or economic conditions, or if visa requirements
change.
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NSW universities' revenue from student course fees (2017)
Overseas students
(other)
21%
$1.0 billion
Domestic students
42%
$2.1 billion

Overseas students
(top 4 countries)
37%
$1.8 billion

Source: Total revenue from domestic and overseas students was sourced from University financial statements (audited). Revenue from students by
country of origin was provided by universities (unaudited).

The top countries of origin of overseas student enrolment numbers at NSW universities are set out
below. All universities are marketing their educational products in international markets, mostly
capitalising on Australia's location in Asia. However, while the total number of overseas students
has increased, and their country of origin has diversified, there is a clear concentration risk with
over 54 per cent of all overseas students sourced from a single country of origin.
NSW universities' overseas student enrolments by country of origin
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The highest proportion of overseas student revenue sourced from a single country at individual
NSW universities ranged from 19 to 71 per cent. The graph below illustrates the relative reliance of
each NSW university on a single country for their overseas student revenue.
Highest dependency on overseas student revenue from a single country of
origin at each NSW university in 2017
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Note: This graph shows revenue from overseas students enrolled in bachelor or higher degrees at the parent university.
Source: Provided by universities (unaudited).

Universities that have not sufficiently diversified the country of origin of their overseas students will
be more sensitive to political and economic changes in the countries they rely upon for their intake,
and their revenues may suffer as a result.
Total research income for NSW universities was $1.1 billion in 2016
NSW universities' total research income increased by 9.8 per cent in the four years between 2012
and 2016 from $963 million to $1.1 billion.
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The following graph shows the movement of all NSW universities' research income over the past
five years.
NSW universities' research income
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Source: Department of Education statistics on Higher Education Research Income and Research Block Grants (audited).
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Two universities attracted 65.2 per cent of the total research income received by all NSW
universities, as shown in the graph below.
Research income for each university in 2016
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Other revenues
Total philanthropic revenue increased by 1.0 per cent to $151 million in 2017
NSW universities and many of their controlled entities are not-for-profit charities and registered
deductible gift recipients for taxation purposes. They attract significant donations and bequests
from public, private and corporate philanthropists directly or indirectly through their foundations.
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The graph below presents the aggregated philanthropic revenue received by NSW universities.
NSW universities' philanthropic revenue
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Source: University financial statements (audited).

Universities with a strong alumni fare better in their philanthropy efforts. The graph below presents
the donations revenue received by each of the NSW universities in 2017. Two universities attracted
76.8 per cent of the total philanthropic dollars received by all NSW universities. The newer, smaller
universities and non-metropolitan universities have been least able to attract philanthropic dollars in
the form of donations and bequests. These universities have also been least able to participate in
the growth in revenues from overseas students.
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The graph below presents the philanthropic revenue for each NSW university in 2017.
Philanthropic revenue for each NSW university in 2017
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Average investment returns fell from 7.0 per cent in 2013 to 5.8 per cent in 2017
NSW universities assess their investment performance against targets, which are set over a longterm horizon, generally a period of seven to ten years. Universities' investment income is
comprised of interest, dividends and franking credit refunds, and distributions. We have used
investment return divided by the average investment balance to assess investment performance.
NSW universities manage over $5.4 billion ($3.5 billion in 2013) of investments and earned
$313 million in 2017 ($244 million in 2013). Low interest rates have seen the universities' average
investment return over the past five years fall from 7.0 per cent in 2013 to 5.8 per cent in 2017. The
trend has been consistent with general market conditions.
Universities have allocated more investments into non-fixed income assets
In a prolonged low interest rate environment, universities have allocated proportionally more of
their investments into non-fixed income assets (e.g. listed and unlisted securities, managed
investment funds and unit trusts), which have earned higher returns than cash assets.
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NSW universities' non-fixed income investments
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Over the last five years, universities have increased their investment in non-fixed income assets by
67.1 per cent, while fixed income assets increased by 46.3 per cent. However, managing non-fixed
income investment portfolios involves greater risk, and requires greater expertise and effective
performance monitoring.
The graph below compares the universities' average investment returns in percentage and dollars
for the past five years.
NSW universities' investment performance
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Optimising the return on investments has been challenging in an environment where the average
cash rate has only been 2.0 per cent. In addition, universities' investment management frameworks
must ensure sufficient cash is available for operational or capital renewal needs, and managing
market risk with earning higher returns.
The graph below shows the average investment balances and investment returns for individual
universities for 2017. The overall return for individual universities varied between 2.7 per cent to
8.7 per cent, mainly due to the relative weighting in investment portfolios of fixed and non-fixed
income investments. Two universities' investment funds represent 52.3 per cent of the total
investment funds of all NSW universities combined.
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Most NSW universities have established investment governance frameworks
Investment governance comprises setting specific and measurable investment objectives,
managing risk in the selection of investment options, monitoring the performance of investments
and formulating a liquidity management plan.
Eight universities have investment management frameworks, which include investment
committees, strategies, policies and performance monitoring. Two universities with smaller and
less complex investments manage their investments without dedicated investment committees.
One university's investment portfolio has only two asset classes, and the other university's finance
committee oversees its investment activities.

Financial sustainability indicators
Managing operating expenditure effectively is important for universities to optimise financial
outcomes and enhance operational cost efficiencies in a competitive environment.
We have defined operating expenditure in this report as total expenses excluding interest, tax,
depreciation, amortisation, and loss on disposal of assets. Operating revenue is defined as total
revenue excluding investment income, donations and gains on disposal of assets. One EFTSL is
an equivalent full-time study load for one year.
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The graph below shows key components of operating expenditure over the past five years for all
NSW universities.
NSW universities' key components of operating expenditure
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Total operating expenditure for all universities increased to $8.6 billion in 2017 from $6.8 billion in
2013, a rise of 27.0 per cent. During this period, the total number of equivalent full-time student
number increased to 279,320 in 2017 from 257,795 in 2013, an increase of 8.4 per cent.
Employee related expenses at universities is a significant contributor to total operating expenditure.
It has grown at an annual average growth over five per cent.
The average annual increase in scholarships and grant expenses grew by 6.7 per cent,
consultancy expenses grew by 9.0 per cent, and other operating expense grew by 6.5 per cent,
which all contributed to the growth in the total operating expenditure.
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The graph below shows the key components of operating expenditure for each university in 2017.
Key components of operating expenditure for each NSW university in 2017
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Employee related expenses represented the major portion of expenses and ranged between
55 per cent to 65 per cent of the total operating expenditure for individual universities.
Operating expenditure per equivalent full-time student load increased in 2017
In 2017, NSW universities incurred an average operating expenditure of $28,904 ($28,062 in 2016)
for every EFTSL. This represents an increase of 3.0 per cent from 2016 and 16.8 per cent from
2013.
The graph below compares movement of average operating expenditure per EFTSL, average
operating revenue per EFTSL, and total EFTSL, over the past five years for all NSW universities.
Whilst there has been an increase in the number of EFTSL over this period, the average operating
expenditure per equivalent full-time student has not decreased. The universities that have been
able to attract international students to grow their operational revenues have been able to leverage
economies of scale to maximise their average margin per EFTSL. Other universities have had to
rely on containing costs to achieve higher EFTSL margins.
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NSW universities' operating margin per EFTSL
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Over the last five years, the margin between average operating revenue per EFTSL and average
operating expenditure per EFTSL has increased from $2,945 per EFTSL in 2013 to $3,218 per
EFTSL in 2017 (9.3 per cent). However, the margin decreased from $3,418 per EFTSL in 2016 to
$3,218 per EFTSL in 2017 (5.9 per cent).
As the margin between operating revenue and operating expenditure decreases, operational
results are more at risk from unexpected fluctuations, such as political or economic change that
impact overseas student enrolments.
Smaller operating margins reduce the funds available to invest in upgrading infrastructure and
implement corporate strategies to meet future challenges.
The rate of increase in operating expenditure over the last five years of 16.8 per cent has exceeded
the rate of increase in operating revenue of 16.0 per cent. This has not increased the NSW
universities' funding available for non-operational expenditure such as renewal of infrastructure
assets or debt servicing.

Operating margin percentage
A university’s operating margin percentage is determined by operating result divided by operating
revenue, excluding donations and gains/losses on disposal of assets. Operating result is net result
before interest, tax, depreciation and amortisation.
For six universities, the growth in operating expenditure has exceeded the growth in operating
revenue, reducing operating margins. The risk associated with narrowing margins is compounded
where universities have a high reliance on student revenues from a single source. Sudden changes
in demand can challenge the ability of those universities to adjust their cost structures.
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The operating margin for each NSW university in 2017 is shown below.
Operating margin percentage for each NSW university 2017
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Operating margins allow universities to implement the priorities in their corporate strategies, meet
current and future spending commitments, provide quality education, invest in future growth and
renew their infrastructure and technologies. Domestic student numbers grow incrementally and
grant revenue appears unlikely to increase given the funding freezes announced. Leveraging
overseas markets has increased student revenues, but only at a limited number of universities. In
this environment containing operating costs, and particularly overheads, becomes a priority.

Current ratio
Eight universities have current ratios greater than one in 2017
The current ratio measures an entity’s ability to meet short-term obligations as and when they fall
due. A ratio of less than one indicates that current liabilities exceed current assets.
High current ratios mean individual universities may have opportunities to manage their cash
requirements to optimise their income from investments. Low current ratios mean those universities
need to actively manage their cash to meet current obligations.
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The current ratio for each NSW university for 2017 is shown below.
Current ratios for each NSW university in 2017
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At 31 December 2017, two universities (two universities in 2016) had current ratios of less than
one. Both universities have sources of funds for their short-term cash requirements. Southern
Cross University has access to an unused bank loan facility at 31 December 2017 to meet its
short-term obligations, and the University of Newcastle can liquidate $437 million of non-current
investments.
Liquidating investments to cover operating shortfalls reduces future income from investment
returns. Drawing down debt increases borrowings and the cost of that debt needs to be serviced
from annual revenues, which narrows operating margins. Where debt is used to pay debt, and
borrowings increase on an ongoing basis, it can threaten an organisation's financial sustainability.

Controlled entities
Overall financial performance of controlled entities operating business activities decreased
in 2017
Out of 58 controlled entities operating business activities, 16 entities reported losses in 2017 (15 in
2016). These controlled entities include dormant entities but exclude foundations whose primary
purpose is fundraising and collecting philanthropic revenue.
The total profit of controlled entities operating business activities decreased 5.5 per cent to
$77.5 million in 2017 from $82.6 million in 2016.
Eighteen universities' controlled entities required letters of financial support from their parent in
2017 (19 in 2016). Some controlled entities do not trade, but act as corporate trustees. Other
entities have ceased to operate due to business rationalisation. Some universities have started to
streamline and reduce the number of their controlled entities to reduce administrative and
compliance costs.
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The table below details the combined net results of those NSW universities' controlled entities that
operate business activities.
University at
31 December 2017

Total no. of
controlled
entities

No. of
dormant
entities

Total profit /
(loss) for 2017
($m)

No. of entities
reporting a
profit

No. of entities
reporting a
loss

Controlled entities operating business activities
Charles Sturt University

1

--

0.2

1

--

14

7

7.7

4

3

Southern Cross University

1

--

(0.4)

--

1

University of New England

4

1

(0.8)

1

2

11

--

49.9

6

5

University of Newcastle

2

--

(0.2)

1

1

University of Sydney

6

--

2.4

4

2

University of Technology
Sydney*

7

--

(5.0)

4

2

University of Wollongong

8

2

5.6

6

--

Western Sydney University

4

1

3.5

3

--

58

11

62.9

30

16

Macquarie University

University of NSW

Total
*

One control entity’s financial information was not available and is not reflected in this table.

Source: University and controlled entities' financial statements (audited).
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4. Teaching and research
Teaching and research are key objectives of universities and they invest most of their resources in
achieving high quality academic and research outcomes to maintain or advance their reputations
and rankings in Australia and abroad. Universities have also committed to achieving certain
government objectives.
This chapter outlines teaching and research outcomes for NSW universities for 2017.
Observation

Conclusion or recommendation

4.1 Teaching outcomes
Achieving Australian Government target
NSW universities met the Australian
Government target of having 40 per cent of
25 to 34 year-olds with bachelor degrees
ten years earlier than the original target
date of 2025.

The proportion of 25 to 34 year-olds in NSW holding a
bachelor degree increased to 43.4 per cent in 2017.
In 2009, when the target was originally set, only 35.5 per cent
of 25 to 34 year-olds held a bachelor degree.

Graduate employment rates
Seven universities exceeded the national
average of 71.8 per cent for the proportion
of their undergraduates who obtain full-time
employment.

Most NSW universities' employment outcomes are better than
the national average.

Four universities achieved better than the
national average of 86.1 per cent for the
proportion of their postgraduates who
obtain full-time employment.
Student enrolments by field of education
NSW universities have increased
enrolments in fields of study that align with
known skills shortages in NSW identified
by the Australian Government for 2016 and
2017.

Alignment of student intake with identified shortages helps
ensure graduates secure timely employment on completion of
their studies.

Achieving diversity outcomes
NSW universities agreed to targets set by
the Australian Government for enrolments
of students from low socio-economic status
(SES) and Aboriginal or Torres Strait
Islander backgrounds.

NSW universities can improve outcomes for these students by
implementing policies to increase enrolments and support
students to graduation.

Three universities exceeded the target of
20 per cent of low SES student enrolments
in 2017.

At the current rate, it is unlikely most universities will reach the
agreed low SES target by 2020.

Six universities met their Indigenous
student enrolment target in 2017. The
target is having a growth rate in the
enrolment of Indigenous students that is
more than 50 per cent higher than the
growth rate of non-Indigenous student
enrolments.
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4.1

Teaching outcomes
Achieving Australian Government targets
NSW universities met the Australian Government target for 25 to 34 year-olds holding
bachelor degrees
NSW universities achieved the Australian Government's target of having 40 per cent of NSW's
population of 25 to 34 year-olds with a bachelor or higher degree by 2015, ten years earlier than
the original target date of 2025.
The target has been maintained in 2016 and 2017 with 41.9 and 43.4 per cent respectively of
NSW's 25 to 34 year-olds with bachelor or higher degrees, boosted by the overall increase in
domestic student enrolments and immigration of undergraduates.
The Australian Government's de-capping of student numbers in 2009 allowed NSW universities to
increase domestic student enrolments by 58.3 per cent to 100,309 in 2016 (63,346 in 2009).

No. of students (000s)

Number of NSW universities domestic student enrolments and proportion
of 25 to 34 year-olds in NSW with bachelor or higher degrees
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Graduate employment rates
Most NSW universities' employment outcomes are better than the national average
NSW universities use data published by surveys conducted by the Department of Education's
providers to assess the employment outcomes of their graduates.
According to the survey results, seven out of ten universities performed better than the national
average of 71.8 per cent for full-time employment rates of their undergraduates. The national
average includes employment outcomes from other tertiary education institutions such as TAFE
and colleges that provide other Vocational Education and Training qualifications.
Four universities performed better than the national average of 86.1 per cent for full-time
employment outcomes of their postgraduates.
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The graph below presents the results of the 2017 survey.
Graduates in full-time employment by university
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Student enrolments by field of education
NSW universities have increased enrolments in fields of study that align with known skills
shortages in NSW
Aligning enrolments with identified skills shortages helps ensure students secure employment in
their desired field of study on completion of their studies on a timely basis. It also provides
resources to help address identified skills shortages.
Skills shortages by occupation for NSW for both 2016 and 2017 were identified by the Australian
Department of Employment as:
•

Architects and surveyors

•

Health professionals (sonographers, nurses, audiologists)

•

Veterinarians

•

ICT professionals.

NSW universities combined have enrolled an additional 7,803 students in the disciplines aligned
with identified skills shortages, an increase of 12,048, or 4.5 per cent since 2016. Courses with the
highest rates of increased student enrolments included Architecture and Building, IT and
Engineering, and Health.
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The alignment of enrolments in courses to those identified with skill shortages is illustrated by the
graph below.
NSW universities' student enrolments by field of education
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Achieving diversity outcomes
In 2009, the Australian Government set targets that by 2020:
•

twenty per cent of university undergraduate enrolments are students from low
socio-economic status (SES) backgrounds

•

growth rates for enrolments of Aboriginal or Torres Strait Islander students exceed the
growth rate of enrolments of non-Indigenous students by at least 50 per cent.

In March 2017, all Australian universities committed to achieving these outcomes and:
•

increase the numbers of Aboriginal and Torres Strait Islander people participating in higher
education as students, as graduates and as academic and research staff;

•

increase the engagement of non-Indigenous people with Indigenous knowledge, culture and
educational approaches; and

•

improve the university environment for Aboriginal and Torres Strait Islander people.

NSW universities can improve outcomes for these students
The 2017 results for NSW universities showed:
•

only three universities achieved enrolments of more than 20 per cent of students from low
SES in 2017

•

six universities achieved the target growth rate for enrolments of students from Aboriginal
and Torres Strait Islander backgrounds in 2017.
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NSW universities can improve outcomes for these students by consistently setting targets, tracking
achievement against those targets, implementing policies to increase enrolments and supporting
students to graduation. The Australian Government is also increasing flexibility in dedicated
Indigenous funding programs to help universities achieve outcomes for these students.
Current rates of increase in student enrolments from low SES backgrounds is less than the
growth rate of overall student enrolments
NSW universities reported increases in the number of low SES student enrolments of 2.45 per cent
to 37,815 in 2017 (36,913 in 2016). Overall student enrolments in NSW increased 4.5 per cent in
the same period. Where the growth in low SES students does not exceed the growth in overall
student enrolments, the target is unlikely to be achieved.
Actual enrolments of students from low SES backgrounds in 2017 for NSW universities as a
percentage of total students is shown in the table below.
Low SES enrolments (headcount percentage) for each university
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Source: Provided by universities (unaudited).

Six universities met their targets for enrolments of students from Aboriginal and Torres
Strait Islander backgrounds
Enrolments of Aboriginal and Torres Strait Islander students across all NSW universities rose
nine per cent to 5,884 in 2017 (5,395 in 2016).
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The Indigenous student enrolment growth rate for 2017 by individual university is shown below.
The target growth rate is greater than 50 per cent of the growth rate for enrolment of
non-Indigenous students of 4.5 per cent.
Indigenous student enrolment growth rate for each university
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Growth rate of non-Indigenous student enrolments
Source: provided by universities (unaudited).

Four universities did not meet the target growth rate this year, and will need to increase their efforts
if they are to achieve their targets by 2020.
Over the same period Australian Government grants for the Indigenous Student Success Program
increased for NSW universities by $5.8 million to $21.3 million in 2017.
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5. Financial control and governance
Appropriate financial controls help ensure efficient and effective use of resources, and the
implementation and monitoring of university policies. Governance consists of frameworks,
processes and behaviours that enable the universities to operate effectively and comply with
relevant laws and policies.
This chapter outlines our audit observations on the financial control and governance of NSW
universities for 2017.
Observation

Conclusion or recommendation

5.1 Internal controls
Internal control findings
Eighty-three internal control deficiencies were
identified during our audits, of which 40 related
to Information Technology (IT).
High risk
We identified a high risk finding in relation to
storage of unencrypted username and
password information on a database without
appropriate access restrictions. We performed
additional audit procedures to conclude that
the control deficiency did not present a risk of
material misstatement in the university's
financial statements.

Recommendation: NSW universities should ensure
controls, including information technology controls, are
properly designed and operate effectively to protect
intellectual property, staff and student data, and assets.
Universities should rectify identified deficiencies in a timely
manner.

Moderate risk
Forty-three moderate risk control deficiencies
were identified, of which 22 related to IT and
21 related to governance and financial
reporting.
Repeat findings
Twenty-four findings were repeat internal
control deficiencies, of which 18 related to IT.

IT issues can take some time to rectify because specialist
skill and/or partnering with software suppliers is often
required to implement new controls. However, until
rectified, the vulnerabilities those control deficiencies
present can be significant.

Cyber security
Our audits identified opportunities to improve
cyber security controls and processes to
reduce risks, including risks relating to financial
loss, reputational damage and breaches of
privacy laws.

Recommendation: NSW universities should strengthen
their cyber security frameworks to manage cyber security
risks. This includes developing:
•

procedures, protocols and supporting systems to
effectively identify, report and respond to cyber
security threats and incidents

•

staff awareness training and programs, including
programs tailored for a range of audiences.
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Observation

Conclusion or recommendation

Use of credit card and work-related travel
All NSW universities had appropriate published
policies on the use of credit cards, and have
internal controls and processes to implement
those policies.

Appropriately designed and implemented preventive and
detective controls are most effective when enforcement
and disciplinary activities are oversighted by university
audit and risk committees.

The risks of unauthorised use can be mitigated
by regular monitoring, and reporting breaches
for investigation and disciplinary action.

5.1

Internal controls
Internal controls findings
We identified 83 internal control deficiencies of which 40, including one high risk finding,
related to information technology

Recommendation
NSW universities should ensure controls, including information technology controls, are
properly designed and operate effectively to protect intellectual property, staff and student
data, and assets. Universities should rectify identified deficiencies in a timely manner.
Information technology (IT) has become increasingly important for universities' financial reporting,
and efficient and effective delivery of their services. Our audits focused on universities' controls
over their IT systems.
Eighty-three internal control deficiencies were identified during our audits, of which 40 related to IT.
The only high risk finding related to storage of unencrypted username and password information on
a database with incomplete access restrictions. We performed additional audit procedures to
conclude that the control deficiency did not present a risk of material misstatement in the
university's financial statements. We reported these matters to those charged with governance
through our management letters.
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The graph below describes the distribution of our management letter findings by risk rating across
five key areas.
NSW universities' number of findings and risk ratings by areas in 2017

Areas of focus

Policy and procedures
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Source: Management Letters issued by the Audit Office.

Forty-three moderate risk control deficiencies were identified, of which 22 related to IT and
21 related to governance and financial reporting
A summary of moderate risk control deficiencies is set out below.
Areas

Information
technology

No. of moderate risk
control deficiencies
22

Summary of the control deficiency

IT control deficiencies included:
•

lack of user access review and monitoring, including that of
super user accounts and terminated employees' access

•

password settings for applications that did not align with the
requirements of information security policies

•

inadequate review and approval of change management
processes.

Poor IT controls increase the risk of inappropriate access, cyber
security attacks, data manipulation and misuse of information and
assets.
Payroll

7

Payroll deficiencies included:
•

untimely review of payroll master file changes

•

lack of, or non-compliance with policies and procedures.

Payroll weaknesses increase the risk of error or fraud in
payments to employees.
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Areas

No. of moderate risk
control deficiencies

Policy and
procedures

Financial
controls

7

5

Summary of the control deficiency
Policy and procedures deficiencies included:
•

excessive annual leave balances

•

lack of service level agreements between universities and
controlled entities for shared services

•

inadequate clarity in legal agreements for joint arrangements.

Financial control deficiencies included:
•

deficiencies in system-based segregation of duties, such as
posting manual journals

•

lack of evidence of reviews for changes to master file data for
vendors and students

•

absence of processes to ensure agreements are cleared by
legal, finance and taxation prior to execution.

Financial control weaknesses increase the risk of error or fraud in
transactions that may result in financial loss to the university or
misstatement in financial statements.
Financial
reporting

2

Financial reporting deficiencies related to:
•

disclosure deficiencies

•

misapplication of accounting standards.

These increase the risk that the financial statements will be
materially misstated, or require correction in subsequent years.
Total

43

Source: Management Letters issued by the Audit Office.

Twenty-four findings were repeat internal control deficiencies, of which 18 related to IT
We repeated 24 findings identified in previous audits that had not been fully addressed by
management by 31 December 2017. Eighteen repeat findings related to IT control deficiencies.
IT issues can take some time to rectify because specialist skill and/or partnering with software
suppliers is required to implement appropriate controls. Changes to complex systems or IT
architecture may involve extensive testing and assessment before they are put into production.
However, until rectified, the vulnerabilities those control deficiencies present can be significant.

Cyber security
Cyber security comprises technologies, processes and controls that are designed to protect IT
systems and data from cyber-attacks. The cyber security framework consists of identification,
protection, detection, response and recovery of the IT systems.
The increasing global interconnectivity between computer networks has dramatically increased the
risk of cyber security incidents. Such incidents can harm universities' service delivery and may
include the theft of information, denial of access to critical technology, or even the hijacking of
systems for profit or malicious intent.
NSW universities can improve their cyber security controls and processes
Our audits identified one NSW university that does not have a cyber risk framework. Five
universities did not maintain a register of cyber incidents. Of those universities that did register
cyber incidents, between three to 100 incidents were acknowledged during 2017.
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Recommendation
NSW universities should strengthen their cyber security framework to manage cyber
security risks. This includes developing:
•

procedures, protocols and supporting systems to effectively identify, report and
respond to cyber security threats and incidents

•

staff awareness training and programs, including programs tailored for a range of
audiences.

Inconsistent definitions of what a 'cyber incident' is, contributes to under-reporting and a lack of
appreciation of the extent of cyber threats. In our 2017 report on government agencies' Internal
Controls and Governance, we found attacks identified by agencies had increased 14-fold in three
years, and under-reporting meant two agencies alone accounted for more than 82 per cent, or
7,040 reported attacks. The range of reported incidents at universities, between three and 100
incidents, indicates a significant under reporting of incidents.
Ineffective management of cyber security threats and incidents exposes universities to risks
including financial loss, reputational damage and loss of information.
Losses can arise from:
•

theft of corporate and financial information and intellectual property

•

denial of service

•

destruction of data

•

costs of repairing affected systems, networks and devices

•

legal fees and/or legal action from losses arising from denial-of-service attacks causing
system downtime in critical systems

•

third-party losses when personal information is stolen.

Common cyber security issues identified at NSW universities are detailed below.
Cyber security issue

Number of universities

No cyber risk policy

1

No cyber incidents register

5

The university has not assessed the potential financial and/or operational
impact of cyber attacks

3

A recovery plan following a cyber attack does not exist

3

Staff are not formally trained in cyber awareness

8

Cyber resilience was not tested in 2017

4

Source: Provided by universities (unaudited).

Some NSW universities have started introducing cyber security control procedures, including staff
training. Those universities incurred approximately $6.0 million in costs to improve their cyber
security during 2017.
More consistent and accurate recording and reporting of cyber attacks would help universities to:
•

accurately assess the risk they are exposed to

•

understand the overall threat and develop appropriate mitigation strategies

•

properly implement and resource risk mitigation.

We refer universities to the Australian Signals Directorate (ASD), a Commonwealth authority
responsible for cyber and information security's ‘Australian Government Information Security
Manual’, which provides guidance on cyber security and governance.
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Use of credit card and work-related travel
NSW universities had appropriate published policies on the use of credit cards, and have
internal controls and processes to implement those policies
NSW universities provide employees with corporate purchase and taxi cards to facilitate the
efficient payment of approved business-related expenses. The average number of cards issued by
each university ranges from 200 to 3,000.
We reviewed university policies and internal controls for the use of credit cards and work-related
travel expenses. All NSW universities had appropriate published policies on the use of credit cards,
and have internal controls and processes to implement those policies. All university credit card
policies prohibit the use of corporate credit cards for personal use. Maximum spending limits per
card varied for each NSW university from $2,000 to $100,000. Universities restricted the spending
limits on credit card so they did not exceed the employee's financial delegation.
University audit and risk committee oversight can reduce the risk of credit card misuse
Appropriately designed and implemented preventive and detective controls are more effective
when monitoring, investigation, enforcement and disciplinary activities are oversighted by audit and
risk committees.
When possible misuse was reported, one audit and risk committee recently oversighted a review of
credit card use and misuse. The review conducted by internal audit examined controls over credit
card use, investigated reported instances of misuse and noted disciplinary action. The audit and
risk committee was, as a result of their actions, able to determine that the misuse was isolated
rather than systemic, and the financial implications were not significant.
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Section two
Appendices

Appendix one – 2017 recommendations
The table below lists the recommendations made in this report based on the audits of the financial
statements of NSW universities and their controlled entities for 31 December 2017.

3.

Financial reporting and performance

3.1 Financial reporting

NSW universities should clarify the recognition and
measurement of their liability for payroll tax on their
defined benefit superannuation obligations before
31 December 2018.

3.2 Sources of revenue from operations

NSW universities should assess their student market
concentration risk where they rely heavily on students
from a single country of origin. This increases their
sensitivity to economic or political changes in that
country.

5.

Financial controls and governance

5.1 Internal control findings

NSW universities should ensure controls, including
information technology controls, are properly designed
and operate effectively to protect intellectual property,
staff and student data, and assets. Universities should
rectify identified deficiencies in a timely manner.

5.1 Cyber security

NSW universities should strengthen their cyber security
framework to manage cyber security risks. This includes
developing:

Key

Low risk

•

procedures, protocols and supporting systems to
effectively identify, report and respond to cyber
security threats and incidents

•

staff awareness training and programs, including
programs tailored for a range of audiences.
Medium risks

High risks
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Appendix two – Status of 2016
recommendations
Last year's Auditor-General's Report to Parliament on our audits of NSW universities'
31 December 2016 financial statements included two recommendations. The table below describes
the status of those recommendations.
Recommendation

Current status

Financial controls
Universities should review the design and
effectiveness of their information security controls
to ensure intellectual property, staff data and
student data are adequately protected.

Universities have commenced implementing
information security controls. Information
Technology issues can take longer to rectify
because specialist skill and/or partnering with
software suppliers is required.

Governance
NSW universities should have systems to capture
all compliance issues. This includes developing
processes to regularly update changes for all
relevant legislative and other compliance
requirements.
Fully addressed

Universities have implemented compliance
management frameworks and compliance registers
to regularly update changes for relevant legislative
and other compliance requirements.

Partially addressed

Not addressed
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Appendix three – NSW universities
University

Website

Charles Sturt University (CSU)

www.csu.edu.au

Macquarie University (MU)

www.mq.edu.au

Southern Cross University (SCU)

www.scu.edu.au

University of New England (UNE)

www.une.edu.au

University of New South Wales (UNSW)

www.unsw.edu.au

University of Newcastle (UON)

www.newcastle.edu.au

University of Sydney (USYD)

www.sydney.edu.au

University of Technology, Sydney (UTS)

www.uts.edu.au

University of Wollongong (UOW)

www.uow.edu.au

Western Sydney University (WSU)

www.westernsydney.edu.au
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Appendix four – Controlled entities
Parent entity

Controlled entity

Website

CSU

Charles Sturt Campus Services Limited
(CSCS)

www.csu.edu.au

The Charles Sturt University
Foundation Trust
MU

Access Macquarie Ltd

www.accessmq.com.au

APAF Ltd

www.proteome.org.au

CMBF Ltd

www.mq.edu.au

COH Property Trust
MGSM Limited

www.mgsm.edu.au

Macquarie University Clinical
Associates Pty Ltd
Macquarie University Hong Kong
Foundation Ltd
Macquarie University Property
Investment Company No. 3 Pty Ltd
Macquarie University Property
Investment Company Pty Ltd

www.mq.edu.au

Macquarie University Property
Investment Trust

www.mq.edu.au

MUH Operations No. 2 Pty Limited

www.muh.org.au

MUH Operations Pty Limited
MUPH Clinic Pty Limited
MUH Hospital Pty Limited
U@MQ Ltd

www.mq.edu.au

SCU

Southern Cross Campus Services
Limited

www.csu.edu.au/enterprise/cscs

UNE

Agricultural Business Research Institute

www.abri.une.edu.au

UNE Foundation

www.une.edu.au

UNE Foundation Ltd

UNSW

UNE Life Pty Ltd

www.unelife.com.au

UNE Partnerships Pty Ltd

www.une.edu.au

Australian Education Consultancy
Limited

www.aecl.com.hk

Cystemix Pty Limited
NewSouth Innovations Pty Limited

www.innovations.unsw.edu.au

Qucor Pty Ltd
Scientia Clinical Research Limited
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Parent entity

Controlled entity

Website

The New South Wales Minerals
Industry/University of NSW Education
Trust
UK Foundation of UNSW Australia
University of New South Wales
Foundation

www.ufs.unsw.edu.au

University of New South Wales
Foundation Limited

www.ufs.unsw.edu.au

University of New South Wales Press
Limited

www.unswpress.com

UNSW & Study Abroad - Friends and
U.S. Alumni, Inc.

www.giving.unsw.edu.au

UNSW Centre for Transformational
Environmental Technologies
UNSW Global (Singapore) Pte Limited

www.unswglobal.unsw.edu.au

UNSW Global India Pvt Limited
UNSW Global Pty Limited

www.unswglobal.unsw.edu.au

UNSW Hong Kong Foundation

www.giving.unsw.edu.au

UNSW Hong Kong Foundation Limited
UON

USYD

UTS

The University of Newcastle Research
Associates Limited (TUNRA)

www.tunra.com.au

UON Singapore Pte Ltd

www.newcastle.edu.au/singapore

A14 Holdings Pty Ltd
Suzhou Xi Su Commercial Consulting
Co Ltd

http://sydneyuniversity.cn

SydneyLearning Pty Limited

www.sydneylearning.nsw.edu.au

Sydney Talent Pty Limited

http://sydney.edu.au/sydneytalent

The Warren Centre for Advanced
Engineering Limited

www.thewarrencentre.org.au

Westmead IVF Pty Limited

www.westmeadivf.com.au

accessUTS Pty Limited

www.accessuts.com.au

Insearch (Shanghai) Limited
Insearch Education International Pty
Limited
Insearch Limited

www.insearch.edu.au

Piivot Pty Ltd

www.pivotgroup.com.au

UTS Beijing Ltd
UTS Global Pty Limited
UOW

CCCU Trust
The Sydney Business School Pty Ltd
The University of Wollongong USA
Foundation
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Parent entity

Controlled entity

Website

University of Wollongong Recreation &
Aquatic Centre Limited

www.urac.com.au

UOW College Hong Kong Ltd (formerly
CCCU Ltd)
UOW Pulse Limited

http://pulse.uow.edu.au

UOWC Ltd

www.uowenterprises.com.au

UOWD Ltd

www.uowenterprises.com.au

UWAT Pty Ltd
WSU

Western Sydney University Early
Learning Limited (formerly UWS Early
Learning Limited)

www.westernsydney.edu.au/campuses_structur
e/cas/services_facilities/childcare

Western Sydney University Enterprises
Pty Limited trading as Western Sydney
University The College (formerly UWS
Enterprises Pty Limited)

www.uwscollege.edu.au

Western Unlimited Ltd (formerly
uwsconnect Limited)

www.uws.edu.au/uwsconnect

Whitlam Institute (within Western
Sydney University) Limited
Whitlam Institute (within Western
Sydney University) Trust

www.whitlam.org
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Appendix five – Financial data
Aggregated results of operations, financial positions and
financial performance ratios
The table in this appendix gives the consolidated results of operations, financial positions and
performance ratios for individual NSW universities.
31 December 2017 ($m)

CSU

MU

SCU

UNE

UNSW

UON

USYD

UTS

UOW

WSU

Statement of comprehensive income
Australian Government
grants

212

284

100

158

735

335

703

489

239

334

Higher Education Loan
Program revenue

133

199

60

79

212

147

261

19

115

219

Fees and charges
revenue

201

348

53

42

917

151

891

434

325

115

Other revenue

53

254

24

51

255

138

491

88

118

131

Total revenue

599

1,085

237

330

2,119

771

2,346

1,030

797

799

Employee benefits
expense

288

584

134

186

1,102

419

1,237

554

417

444

Depreciation and
amortisation

41

67

13

23

161

47

200

88

40

51

Other expenses

239

386

94

112

698

248

716

315

252

252

Total expenses

568

1,037

241

321

1,961

714

2,153

957

711

747

Net result

31

48

(4)

9

158

57

193

73

86

52

Other comprehensive
income

22

71

5

9

121

32

(8)

80

(24)

202

Total comprehensive
income

53

119

1

18

279

89

185

153

62

254

132

319

30

173

1,018

118

697

330

542

319

1,426

2,862

380

675

4,273

1,867

6,407

2,719

1,369

2,357

Current liabilities

119

265

64

57

740

188

564

258

201

180

Non-current liabilities

449

752

105

348

1,641

478

1,997

932

565

576

Net assets

990

2,164

241

443

2,910

1,319

4,543

1,859

1,145

1,920

Statement of financial position
Current assets
Non-current assets

Financial sustainability indicators
Operating margin
percentage (a)

9.8

10.9

3.7

8.0

11.7

9.5

9.1

15.5

11.5

7.0

Current ratio (b)

1.4

1.4

0.6

4.4

1.7

0.9

1.6

1.8

4.1

2.3
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31 December 2016 ($m)

CSU

MU

SCU

UNE

UNSW

UON

USYD

UTS

UOW

WSU

Statement of comprehensive income
Australian Government
grants

215

283

118

156

703

342

710

268

236

345

Higher Education Loan
Program revenue

129

192

56

72

204

141

261

208

110

224

Fees and charges
revenue

162

296

41

40

759

131

752

359

286

97

Other revenue

49

244

21

51

245

151

450

101

99

108

Total revenue

555

1,015

236

319

1,911

765

2,173

936

731

774

Employee benefits
expense

278

548

127

181

1,007

399

1,142

508

398

466

Depreciation and
amortisation

38

73

13

22

156

44

188

82

39

44

Other expenses

206

350

79

103

602

238

706

273

244

230

Total expenses

522

971

219

306

1,765

681

2,036

863

681

740

33

44

17

13

146

83

138

72

50

35

(27)

271

2

12

87

(106)

39

127

8

24

7

316

19

25

234

(23)

177

200

58

59

164

431

39

161

565

120

625

246

463

286

1,325

2,731

360

677

4,081

1,765

6,322

2,526

1,183

2,063

Current liabilities

116

247

55

58

592

191

549

229

185

237

Non-current liabilities

436

870

103

355

1,424

464

2,040

837

378

446

Net assets

937

2,045

241

425

2,630

1,230

4,358

1,706

1,083

1,666

10.6

12.1

12.7

8.5

11.8

11.1

7.9

16.2

10.4

7.0

1.8

2.0

0.9

4.0

1.3

0.9

1.5

1.6

3.7

1.4

Net result
Other comprehensive
income
Total comprehensive
income

Statement of financial position
Current assets
Non-current assets

Financial sustainability indicators
Operating margin
percentage (a)
Current ratio (b)
a

Operating margin is calculated as: (operating revenue less operating expenditure) divided by operating revenue. Operating revenue excludes
donations, investment income and gains/losses on disposal of assets. Operating expenditure excludes interest, tax, depreciation and amortisation.

b

Current ratio is calculated as: Current assets divided by current liabilities (excluding provisions expected to be settled more than 12 months after
year end).
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